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whoami 
omespino@durivacon:~/cdmx$ id 

Omar Espino aka @omespino [ M É X I C O ]

por las mañanas:
• infrastructure & security director at 
SRAX
• background: unix* lover, backend & 
mobile developer

por las noches:
• investigador de seguridad informática 
independiente 
• cazarrecompensas (bug hunter) 

blog personal:
https://omespino.com

twitter: @omespino

omespino@durivacon:~/cdmx$ cat hitos.txt 

fuí publicado en el blog de 
chema alonso "un informático 
del lado del mal"

reconocido por / salón de la fama de 
seguridad informática: 
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libro: Bug bounty en español amazon



agenda
omespino@bugcon:~/cdmx$ cat agenda.txt

• Introduction
• Case study no.1 
• Case study no.2 
• Lessons learned 
• Q&A

• network blocks / port 
scan [OPTIONAL SLIDE] 
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WARNING!

All information included in this medium is for educational and 
professional purposes, in no case Bugcon or neither I, are 

responsible for any misuse of this information.
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introduction 

[ motivation: challenge, fun and profit ]
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And everybody is using nuclei, ffuf and httpx, 
with --max-threads=10,000,000 ha!



CASE STUDY 
NO. 1
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Google Earth /etc/environment 
exfiltration 
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Google Earth /etc/environment exfiltration 

Part 0 - XML everywhere
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XML



Part 1 - KML / KMZ files

Main format on Google Earth files is KML/KMZ
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XML

Google Earth /etc/environment exfiltration 



Part 2 - <script> tag inside <![CDATA[]]> tag

In some contexts, CDATA can load <script> tags
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XSS
Location (Context):
file:///Users/omespino/Desktop/etc_environment.kml

Google Earth /etc/environment exfiltration 



Part 3 - /etc/environment on linux has javascript format

Since Google earth has file:/// context, you can load /etc/environment as JS file with the 
<script> tag
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And then the vars are loaded in the DOM and you could sen them wherever you want. 

* In macOS does not work because quotes, only in did work in Linux

Google Earth /etc/environment exfiltration 



POC
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Actual 
report
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Google Earth /etc/environment exfiltration 

http://www.youtube.com/watch?v=ZMBbnALLRjU


iOS/Android
(html5 apis) 
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Google Earth /etc/environment exfiltration 

http://www.youtube.com/watch?v=2OKXDyfOhHk


CASE STUDY 
NO. 2
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Google Earth arbitrary local 
file read on Windows, Linux 

and macOS 
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Google Earth arbitrary local file read

Part 1 - Any polygon has information and description with HTML support, only "safe" tags 
like rich text, hyperlinks or even images

It has a simple Safari webview sandboxed and sanitized
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Part 2 - If you select "Add local image", it uses file:/// schema, so if you combine hyperlinks 
with file:///, you should be able to navigate to any local file, but no so fast
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Google Earth arbitrary local file read

There is a policy that blocks any file to be loaded, after some testing I was able to load 
successfully images files (jpg, png, gif) and HTML files 



Part 3 - So here it comes, our friend NULL byte (URL encoded %00) to the rescue, since it loads 
any file that ends in .html, it would be able to load file:///etc/passwd%00.html
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Google Earth arbitrary local file read

It worked on Linux and macOS with file:///etc/passwd%00.html
And Windows with file:///c:/windows/system32/drivers/etc/hosts%00.html



POC
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Actual 
report
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Google Earth arbitrary local file read

http://www.youtube.com/watch?v=HBk8DaRCCFE


lessons learned
omespino@bugcon:~/cdmx$ cat lessons_learned.txt

• focus
• face your apps (fears) directly, almost nobody goes directly to 
the target instead poking hundreds subdomains
• keep it simple never underestimate the basics
• think outside of the box (I know, such a cliché)
• do not rush - it take times
• avoid burnouts - go outside, hang up with family and friends
• read read read read read read (twitter #bugbounty #writeup)
• repeat
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Q&A
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THANK YOU

DANKE

GRACIAS

MERCI

ありがとう
ARIGATŌ

谢谢
XIÈXIÈ

GRAZIE

СПАСИБО감사합니다

DANKON धन्यवाद
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